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Abstract: This paper studies lifetime of automatic control systems to make the system 
tolerant to faults based on importance measures. The system lifetime can be divided into 
different phases, where the key components that can cause the system to fail can be 
different. Such key components can be identified by importance measures, which can 
guide the reliability design of control systems. In this work, through importance analysis, 
reliabilities and importance degrees of system components (e.g., sensors, actuators, 
process components) and sub-systems are first computed. Based on importance analysis 
results, different automatic control schemes are then developed and integrated. At last, the 
optimization design of automatic control systems is investigated to improve the system 
performance in term of system reliability or lifetime. 

Keywords: automatic control systems, importance measure, performance, reliability, 
system lifetime. 

1. Introduction  

Modern automatic control systems are heavily dependent on sophisticated control systems 
to meet increasing safety and performance requirements. This is particularly true in safety 
critical applications, such as aircraft, spacecraft, nuclear power plants, and chemical plants 
processing hazardous materials, where a minor and often benign fault could potentially 
develop into catastrophic events if left unattended for or incorrectly responded to. The 
increasing demands for higher system performance, product quality, productivity and cost 
efficiency lead to a continuous growth of the complexity and automation degree of 
technical processes and systems. Typical instances of such kinds of complex and 
distributed systems are sophisticated environment treatment, chemical processes and 
power plants with more than thousands process variables, sensors, actuators and 
controllers. Associated with these development trends, high reliability, availability and 
safety become important automatic system requirements [1]. 

When an automatic control system fails, a system analyst needs to find the 
components that caused the system failure and then repair them to restore the system as 
soon as possible. In one way or another, they have to assign priorities to the components 
in the system and then check and repair the components in the order of these priorities. 
Then fault detection must be efficiently conducted upon system failure and the 
maintenance must locate the components that cause the failure of the system and bring the 
system back to work as soon as possible. Then the maintenance needs to check the 
component that most possibly caused the system failure. 

Importance measures have been widely applied for identifying system weaknesses 
and supporting system improvement activities from the design view-point [2]. How a
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component importance measure is applied depends on the phase of the system lifetime 
cycle. In the system design phase, the importance measure may be used to identify weak 
points (bottlenecks) and components that should be upgraded to improve the system 
reliability. The reliability of a component may be upgraded by using a higher quality 
component, by introducing redundant components, by reducing the operational and 
environmental loads on the component, or by improving the maintainability of the 
component. The objective of the component importance measure is to help the designer 
identify the components that should be improved and rank these components in order of 
importance. In the operational phase, the component importance measure may be used to 
allocate inspection and maintenance resources to the most important components. The 
measure may also be used to identify components that should be modified or replaced 
with higher quality components. 

In practice a change in design or operation usually leads to a change of transition 
rates of multi-state components (for example, improvements of the repair service or 
technology can affect all the transition rates from deteriorated states to the fully operable 
state). So, the integrated importance measure [3] is proposed by considering the expected 
number of component failures per unit time and how the transition of component states 
affects the system performance. 

The system lifetime can be divided into different phases, where the key components 
that make the system fail can be different. Like the bathtub curve indications, the 
component failure rate changes during its lifetime, which describes the changing situation 
of component failures. In order to reach the best system performance, the engineers have 
to identify different fault components in different phases of the system lifetime. For this 
purpose, one may propose an importance measure to indicate how important the different 
components are in terms of system failure. Using the importance measures may suggest 
the most efficient way to diagnose system failure by generating a repair checklist for an 
operator to follow, and indeed, importance measure based maintenance methods have 
been used by practitioners. 

   In automatic control schemes, Ding et al. [1] developed data-driven schemes and model-
based schemes of fault-tolerant system. Dui et al. [4] used the importance measure to 
improve the system reliability or performance for k-out-of-n fault-tolerant systems. Peng 
et al. [5] used a generalized binary decision diagram to evaluate reliability of a 1-out-of-
(n+1) warm standby fault-tolerant system. In the system lifetime management, Dui et al. 
[6] extended the integrated importance measure from real-time action to system lifetime 
and different phases to evaluate that which components should pay the most urgent 
attention in order to improve the system performance during system lifetime. Based on the 
intersection of our research, in this paper, we study the system lifetime in the automatic 
control systems to make the system tolerant to faults based on importance measures. This 
can optimize the reliability and improve lifetime of automatic control systems. 

2. Proposed Methods  

This section presents 1) reliability model and importance measures analysis of automatic 
control systems; 2) reliability optimization design of automatic control systems. 
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2.1 Reliability Model and Importance Analysis   

In Fig. 1, automatic control systems can be classified as typical open-loop control system, 
closed-loop control system, compound control system, et al. Based on the data analysis 
and failure mode, the reliability model of automatic control systems can be established. 

In the reliability model, most reliability studies of multi-state systems pre-assumed 
that the state probability of systems/components does not change over time. However, the 
presented algorithm is enumerative in nature and not efficient for complex systems. 
Complex systems are often subject to an aging process, which implies that the system-
/component-state probability may gradually change with time. Dynamic evaluation and 
prediction of the system state is more effective. Therefore, it is of great value to model the 
state probability as a function of time. 
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Figure1: Reliability Model and Importance Analysis of Automatic Control Systems 

By involving the time variable, and by assuming that a Markov Chain captures the 
movement of the component (system) state, we can dynamically assess the system state 
probability. The dynamic process of multi-state systems can be presented using state 
space-based methods such as Markov or semi-Markov models. Moreover, these methods 
address dependencies among different states of the same component.  

Accordingly, reliability evaluations for large, dynamic multi-state systems become 
an important and challenging research topic. Generally, we consider component state 
distributions that change with time. As a result, the minimal path vectors and/or minimal 
cut vectors may also change with time. Depending on the degradation behavior, there may 
be recognizable patterns for the change of minimal path and/or minimal cut vectors. We 
utilize such patterns in devising efficient system state-distribution evaluation algorithms.  

Based on the reliability analysis and above importance research by Dui [3-5], the 
importance measures can be extended to automatic control systems, and the corresponding 
definition, calculation methods and physical meaning of importance measure can be 
studied. Depending on the component importance of automatic control systems, we can 
identify which components should be improved and rank these components in order of 
importance. The reliability of a component may be improved by using a higher quality 
component, by introducing redundant components, by reducing the operational and 
environmental loads on the component, or by improving the maintainability of the 
component.  

2.2 Reliability Optimization Design   

In Fig 2, according to the developed and integrated automatic control schemes, in the 
system design phase, the weak system points and components can be identified to improve 
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the system reliability. In the operational phase, inspection and maintenance resources can 
be allocated to the most important components to maximize the system reliability. In the 
maintenance phase, a repair checklist can be generated to sequence the components that 
have likely failed and caused or contributed to the system failure, so as to reduce the cost 
of system maintenance and improve the system reliability.  

3. Conclusions and Future Work 
In this paper, we propose an importance measure-based framework to optimize reliability 
and lifetime of automatic control systems. Under the proposed framework described in 
this paper, we plan to investigate the problem of selective maintenance of a multi-state 
system with multi-state components under imperfect maintenance in the reliability 
optimization design. It is important to study selective maintenance policies for multi-state 
systems. In addition, consideration of multiple resources (cost and time) in the selective 
maintenance modeling of multi-state systems, and their effect on maintenance decisions, 
requires investigation. This analysis will help the maintenance manager’s decision-making 
process 
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Figure 2: Reliability Optimization Design of Automatic Control Systems  
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